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Data Governance and Protection Analyst
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Company: UNI Coopération financière

Location: Bathurst

Category: other-general

Permanent full time| Work location to be determined (Telework may be considered) Number

of available positions: 2 Does the field of efficient and agile information security appeal to

you? Does the idea of finding clever solutions to complex problems not scare you? Do you

have an analytical side and the ability to influence ideas? We need your

skills.CHALLENGEReporting to the Chief Information Security Officer, the incumbent will

be involved in data governance and data protection activities, as well as monitoring, incident

response and data protection risk management. The ideal candidate will have a

fundamental understanding of information security concepts.More specifically, the Data

Governance and Protection Analyst's main responsibilities will include :Managing,

implementing and configuring technological tools for data protection and loss

prevention;Participate in the development, implementation and maintenance of data

governance and data protection policies, procedures and processes, to effectively manage

data across the organization;Conduct data protection risk assessments and impact

assessments to identify vulnerabilities and ensure compliance with data privacy laws (e.g.,

PIPEDA) and UNI's frameworks;Collaborate with various stakeholders to implement and

manage data security measures, including encryption, access controls and data loss

prevention technologies;Monitor data access and usage to detect and respond quickly to

security incidents or breaches;Coordinate with external suppliers and service providers to ensure

they comply with our data protection standards and legal requirements;Provide training and

awareness programs to inform employees about data protection best practices and

regulatory obligations;Keeping up to date with changes in data protection laws and advise on
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necessary adjustments to policies and practices;Conduct reviews of governance and data

protection measures to identify areas for improvement;Keeping up to date with the latest

security threats, vulnerabilities and best practices;Produce regular reports on information

security monitoring activities;Collaborate with other IT teams, to ensure that security best

practices are integrated into all projects.REQUIREMENTSBachelor's degree in computer

science, information systems, information security or related field.Possess three (3) to five (5)

years of experiences in information security or a related IT field.Familiarity with common

security tools (e.g. Spirion, Microsoft purview).Understanding of security principles,

techniques and technologies.Knowledge of information security frameworks and

standards.Strong logical reasoning, decision-making and problem-solving skills.Proficiency in

both official languages, written and oral communication skills in English and French.Equivalent

training and work experience will be considered.BEHAVIORAL SKILLS Action oriented

Learns fast Demonstrate professional rigor and attention to detail Empower others and

selfMaster interpersonal relationsManage complexityPlan and coordinateMastering

technologyADDITIONAL KNOWLEDGECertifications such as Security+, CySA+, CISM,

CISSP.Experience with cloud platforms (e.g. AWS and Azure).Strong analytical and problem-

solving skills.Understanding of security principles, techniques and technologies.Familiarity

with common security tools.WORKING CONDITIONSAll applicants must be legally entitled to

work in New Brunswick on the expected date of hire. UNI offers one of the most competitive

compensation and benefits packages in Atlantic Canada, as well as a group insurance plan

and a pension plan. Salaries are determined based on skills and experience within the

salary range for each job category. All applications will be treated as confidential. Please apply no

later than April 28, 2024. CONTEST NUMBER2403250126IE-ADTH Data Governance and

Protection AnalystPermanent full time| Work location to be determined (Telework may be

considered) Number of available positions: 2 Does the field of efficient and agile information

security appeal to you? Does the idea of finding clever solutions to complex problems not

scare you? Do you have an analytical side and the ability to influence ideas? We need your

skills. CHALLENGEReporting to the Chief Information Security Officer, the incumbent will

be involved in data governance and data protection activities, as well as monitoring, incident

response and data protection risk management. The ideal candidate will have a

fundamental understanding of information security concepts.More specifically, the Data

Governance and Protection Analyst's main responsibilities will include :Managing,

implementing and configuring technological tools for data protection and loss



prevention;Participate in the development, implementation and maintenance of data

governance and data protection policies, procedures and processes, to effectively manage

data across the organization;Conduct data protection risk assessments and impact

assessments to identify vulnerabilities and ensure compliance with data privacy laws (e.g.,

PIPEDA) and UNI's frameworks;Collaborate with various stakeholders to implement and

manage data security measures, including encryption, access controls and data loss

prevention technologies;Monitor data access and usage to detect and respond quickly to

security incidents or breaches;Coordinate with external suppliers and service providers to ensure

they comply with our data protection standards and legal requirements;Provide training and

awareness programs to inform employees about data protection best practices and

regulatory obligations;Keeping up to date with changes in data protection laws and advise on

necessary adjustments to policies and practices;Conduct reviews of governance and data

protection measures to identify areas for improvement;Keeping up to date with the latest

security threats, vulnerabilities and best practices;Produce regular reports on information

security monitoring activities;Collaborate with other IT teams, to ensure that security best

practices are integrated into all projects.REQUIREMENTSBachelor's degree in computer

science, information systems, information security or related field.Possess three (3) to five (5)

years of experiences in information security or a related IT field.Familiarity with common

security tools (e.g. Spirion, Microsoft purview).Understanding of security principles,

techniques and technologies.Knowledge of information security frameworks and

standards.Strong logical reasoning, decision-making and problem-solving skills.Proficiency in

both official languages, written and oral communication skills in English and French.Equivalent

training and work experience will be considered.BEHAVIORAL SKILLS Action oriented

Customer focused Appreciate differences Learns fast Demonstrate professional rigor and

attention to detail Empower others and selfCommunicate effectivelyMaster interpersonal

relationsManage complexityPlan and coordinateMastering technologyADDITIONAL

KNOWLEDGECertifications such as Security+, CySA+, CISM, CISSP.Experience with cloud

platforms (e.g. AWS and Azure).Strong analytical and problem-solving skills.Understanding of

security principles, techniques and technologies.Familiarity with common security

tools.WORKING CONDITIONSAll applicants must be legally entitled to work in New Brunswick

on the expected date of hire. UNI offers one of the most competitive compensation and

benefits packages in Atlantic Canada, as well as a group insurance plan and a pension plan.

Salaries are determined based on skills and experience within the salary range for each job



category. All applications will be treated as confidential. Please apply no later than April 28, 2024.
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